TUnoBaAs MHCTPYKLUS
no HacTtponke VPS nop Be6-cepsep

JAHHOS MHCTPYKLMS ONMUCLIBAET NPOLEeCC HOCTPOMKM TUMOBOrO Be6-cepBepd HA 6a3e Ubuntu.
Peann3oBaTh ONMUCAHHBIE B CTATLE AENCTBUS MOXHO HO NIIOBOM XOCTUHIE, MPEAOCTOBMASIOLLEM
ycnyrvn apenabl VPS (Hanpumep, Beget). Tpe6yioTcs HOBLIKM MOAKNOUEHNS K YOANEHHOMY
cepBepy no SSH.

Ncnonbayembint ctek: Ubuntu + Nginx + PHP-FPM + MariaDB + Memcache

Oéwasa nocnegosaTenbHOCTb AE€ACTBUMN

— YctaHoska MO gng paéoTtsl cepeepa (Be6-cepsep, PHP-uHTepnpetaTop, cepsep B)

— Cos3paHue nanku gng camta, nycton b, danna koHdurypaumm ons nginx

~ BHeceHMe KOppPeKTUPOBOK B TUMOBLIE HOCTPOMKM B 3ABMCMMOCTUK OT ncnonelyemon CMS
~ KonuposaHue ¢amnos v B[l Ha cepeep

~ HanpasneHve goMeHa Ha cepsep (M3MeHeHne A-3anucu)

~ Bbinyck SSL-cepTndmkaTa, KOPPEKTUPOBKA KOHGUIa canTa (peamnpekThbi)

~ Bknouenne danmpsona UFW

1. O6HoBneHue NO

sudo apt update
sudo apt dist-upgrade

Mepen yctaHoBkon noéoro MO xenatenbHO O6HOBUTL CMIMCKM MNAKETOB (MPUIoxXeHun) B
OOCTYMHbIX PEMNO3NTOPUSAX U YCTAHOBUTL OOCTYMHbIE OBHOBAEHUS 0119 YCTAHOBIEHHOIO B CUCTEME
NAOKeTOB. TaKMe OBHOBEHUS] PEKOMEHOYETCS NMPOBOLAUTbL HO PErYNSIPHOM OCHOBE.

2. YCTaHOBKA AONOJIHUTEJIbHbIX NMAKeTOB

dannoebin MeHepxep Midnight Commander:

sudo apt install mc

YTunuta SSHFS onsg MOHTUPOBAOHMS YOONEHHOMO CepBepPaA KAK ANCKA No SSH:

sudo apt install sshfs
YCTOHOBKQ ACHHbIX MAKETOB HE TPebyeTcs Ans padoThl Be6-CcepBepd, HO obnerdaeT paéoTy. Mpou

MOMOLLIY MC MOXHO PAGOTATh C AAHHBIMM B ABYXMNAHENbHOM GAMIOBOM MeHeaxepe, a sshfs
MOXET OKA3ATLCS MOSIE3HON NMPU NepeHoce GanoB CAMTA C APYroro yAaeHHOro cepeepdal.

3. YcTaHOBKA NAKETOB Ans Be6-cepeepa
Nginx:
sudo apt install nginx

PHP 7.4:
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sudo apt install php7.4 php74-cli php7Z4-fom php7Z4-pdo phpZ4-mysql php7Z4-zip php/4-
mbstring php7.4-curl php7Z4-xml php7Z4-bcmath php7Z4-json php74-imagick php/Z4-gd

PHP 8.1:

sudo apt install php8.1 php8.1-cli php8.1-fom php8.1-pdo php8.1-mysql php8.1-zip PhpP8.1-
mbstring php8.1-curl php8.1-xml php8.1-bcmath php8.1-imagick php8.1-gd

MNpepnaraeTtcs 4BA BAPUAHTA YCTAHOBKM PHP-MHTepnpeTaTopa ¢ TMNOBbIM HOB0POM MOOYeEn -
B Bepcuax 7.4 n 8.1. O6e Bepcum PHP LUMPOKO pACnpOCTPAHEHbI B TEKYLLMIA MOMEHT. MOXHO

nocTaBuUTb cpasy 06e Bepcumn, ¢ PHP-FPM oHu MOryT pa6oTaTh NAPANNensHO.

Memcache (ecnu HyxHO):

sudo apt install memcached php8.1-memcache

Memcache - cepBuC ANs KSLNMPOBAHUS OOHHbLIX B ONEPATUBHOM NAMSATU CEPBEPA.
MNopoepxmBaeTcs MHOrMMK nonynsapHeiMM CMS 1 padoTaeT 6bicTpee ¢annoBoro kawa. Ctout
YCTOHOBWTb €CAMN HO NPOEKTE UCMOSb3YETCH KILLUMPOBAHME.

MariaDB:

sudo apt install mariadb-server

MariaDB - 6onee nerkuim n npomsBoguTenbHblin SQL-cepBep, anbTepPHATUBA «HATUBHOMY»
MySQL.

4. Co3paHMe Nanok U KOHGUros

CozgaHue nanku gns ¢amnnos camnTa:

sudo mkdir /var/www/site.ru/public_html

BmecTo site.ru cnegyeT ykasaTb JOMEHHOE MMS BALLENO NpOeKkTa.

MpucBanBaEM NPABA HO CO3AAHHYIO MAMKY Nonb3oBaTento www-data, nog KoTopbiM paGoTaeT
Be6-cepBep:

chown -R www-data:www-data /var/www/site.ru

Co3naeM HoBbIM Gaina KOHPUrA nginx:

nano /etc/nginx/sites-available/site.ru.conf

AHONOMMYHO - BMECTO Site.ru XenaTenbHO yka3aTb B damnne KOHPUrypaumm GOMEHHOE NMs
npoekTa. [NpoLle 6yneT OpPUEHTUPOBATLCS B AOSbHENLLEM.

HanonHeHne KoHura 3aBmcuT oT ncnonblyemon CMS 1 ocobeHHOCTeN canTa. B mpmnnoxeHum K
WMHCTPYKLMM HOXOZATCS 2 TUNOBLIX LWABGI0HA KOHbUrypaumm ans Bitrix n WordPress.

AKTVBUPYEM KOHOUT:

In -s /etc/nginx/sites-available/site.ru.conf /etc/nginx/sites-enabled/
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MpoBepsieM KOHPUT HO KOPPEKTHOCTL M NMepeaanyckaem Nginx:

nginx -t
service nginx restart

Ecnu B koHOUre 6yayT OLMEKM, TO BbINMOMHEHME KOMAHObE! NginX =t yKaXeT Ha HuX. MNpu BHeCeHUM
M3MeHeHn B Gainbl KOHOUIypALMM NQINX CNeayeT BCerad npoBepsTh X HO KOPPEKTHOCTb
nepep nepesanyckom.

5. CospaHue b1

[Ons MariaDB:

mysql

CREATE DATABASE site;

CREATE USER 'site'@'localhost’ IDENTIFIED BY 'password’;
GRANT ALL PRIVILEGES ON site.” TO 'site'@'localhost’:
exit

Ona MySQL:

mysql

CREATE DATABASE site;

CREATE USER 'site'@'localhost' IDENTIFIED WITH mysql_native_password BY ‘password’;
GRANT ALL PRIVILEGES ON site.” TO 'site'@'localhost’;

exit

JOHHAS MHCTPYKUMS NPeanonaraeT ncnonb3osaHme MariaDB, HO HO BCaKWI Criyyam NpuinoxeH
QNBTEPHOTUBHbIM CNOCO6 CO3OAHMS MYCTOM 6A3bl AAHHLIX B MySQL. OTnnumne B OQHOM KOMAHOE.

6. YcraHoBka Certbot u Bbinyck ceptudpukara

sudo apt install certbot python3-certbot-nginx
sudo certbot --nginx -d site.ru -d www.site.ru

Onsa ycTaHoBKM SSL-cepTUPUKATA HEOBXOOMMO, UTOBbI OOMEH YXe 6blf1 HanpaBneH Ha IP gaHHOro
cepBepa. Ecnn pomeH ele He HanpaeneH i A-3anmcu DNS He ycnenu o6HoBuTbCs, To Certbot
HE CMOXET MNPOBECTW NPOBEPKY U BbIMYCTUTb CEPTUDUKAT.

Mo ymonyaHuio SSL-cepTudmkaT BeIMYCKAETCA 41 AOMEHA site.ru 1 3epkana www.site.ru. Ecnm
CANTY HYXHO JOB6ABUTb MHbIE MOLOAOMEHDI, TO MX BCE TOXE HYXHO MEPEYNCIUTL B KOMOHOE HA
BbINYCK CEPTUPUKATA.

7. BknioueHune ¢dampsona

sudo ufw allow ssh
sudo ufw allow http
sudo ufw allow https
sudo ufw enable

O653aTENBHO PA3PELUNTL NOAKOYEeHMS NO SSH nepef BkntouveHnem danpsona. MHaue
MOMEHTASIbHO PA30PBETCH OKTUBHAS CECCUS U CreaytoLme NOonbITKU NOAKOYEHUA 6yayT
6TOKMPOBATLCS.
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MpunoxeHue 1. Tunoson koHPur Nginx gnsa Bitrix

server {
listen 80;
server_name site.ru;
charset off;
#disable_symlinks if_not_owner from=$root_path;
index index.php;
root $root_path;
set $root_path /var/www/site.ru/public_html;
set $php_sock unix:/var/run/php/php74-fom.sock;

proxy_set_header X-Real-IP $remote_addr;

proxy._set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy._set_header Host $host;

client_max_body_size 1024M;

client_body_buffer_size 4M;

# Composit Bitrix

set $storedAuth "

set $usecache "

# check all conditions for enable composite

if ($http_bx_action_type = ") { set $usecache "A": }

if ($request_method = "GET") { set $usecache "${usecache}B" }

if ($cookie BITRIX_SM_NCC =" { set $usecache "${usecache}C" }

#if ($http_x_forwarded_scheme !~ "https”) { set $usecache "${usecache}D"; }
set $usecache "${usecache}D":

if ($http_accept_encoding ~* "deflate”) { set $usecache "${usecache}E”; }

location / {
try_files  $uri $uri/ @bitrix;
}

location ~* /upload/.*\.(ohp|php3|php4/php5lphpélphtmi|pllasplaspx|cgildlllexe/shtm]
shtml|feg|fegilfollasmx|phtlpylesp|rbjvar)$ {
types {
text/plain text/plain php php3 php4 php5 phpé phtml pl asp aspx cgi dil exe ico
shtm shtml fcg fcgi fpl asmx pht py psp rb var;

}

location ~ \.php$ {
try_files  $uri @bitrix;
include /etc/nginx/fastcgi_params;
fastcgi_pass unix:/var/run/php/php74-fom.sock;
fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcqi_intercept_errors on;
}
location @bitrix {
fastcgi_pass  $php_sock;
include fastcgi_params;
fastcgi_param SCRIPT_FILENAME $document_root/bitrix/urlrewrite.php;
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fastcgi_param PHP_ADMIN_VALUE "sendmail_path = /usr/sbin/sendmail -t -i -f
mail@site.ru”;
}
location ~* /bitrix/admin.+\.php$ {
try_files  $uri @bitrixadm;
fastcgi_pass  $php_sock;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_param PHP_ADMIN_VALUE "sendmail_path = /usr/sbin/sendmail -t -i -f
mail@site.ru”;
include fastcgi_params;
}

location @bitrixadm{
fastcgi_pass  $php_sock;
include fastcgi_params;
fastcgi_param SCRIPT_FILENAME $document_root/bitrix/admin/404.php;
fastcgi_param PHP_ADMIN_VALUE "sendmail_path = /usr/sbin/sendmail -t -i -f
mail@site.ru":

}

location = /favicon.ico {
log_not_found off;
access_log off;

}

location = /robots.txt {
allow all;
log_not_found off;
access_log off;

}

#
# block this locations for any installation
#

# ht(passwd|access)
location ~* /\.ht {deny all; }

# repositories
location ~* /\.(svn|hg|git) { deny all; }

# bitrix internal locations

location ~* */bitrix/(modules|local_cache|stack_cachelmanaged_cache|php_interface) {
deny all;

}

# upload files
location ~* */upload/1c_[*/]+/ { deny all; }

# use the file system to access files outside the site (cache)
location ~* /\.\./ { deny all; }

location ~* ~/bitrix/html_pages/\.config\.php { deny all; }
location ~* ~/bitrix/html_pages/\.enabled { deny all; }

# Intenal locations
location *~ /upload/support/not_image {internal; }
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# Cache location: composite and general site
location ~* @.*\.html$ {

internal;

# disable browser cache, php manage file

expires -1y;

add_header X-Bitrix-Composite "Nginx (file)";
}

# Player options, disable no-sniff
location ~* ~/bitrix/components/bitrix/player/mediaplayer/player$ {
add_header Access-Control-Allow-COrigin *;

}

# Accept access for merged css and js

location ~* ~/bitrix/cache/(css/.+\.css|js/.+\.js)$ {
expires 30d;
error_page 404 /404.html;

}

# Disable access for other assets in cache location
location ~* ~/bitrix/cache {deny all: }

# Static content

location ~* */(upload|bitrix/images|bitrix/tmp) {
expires 30d;

}

location ~* \.(css|js|giflenglipglipeglicologg|ttfiwoffleot|otf)$ {
error_page 404 /404.html;
expires 30d;

}

location = /404.html {
access_log off ;
}

}

B OGHHOM KOHGUre HYXHO YKA3ATb CO6CTBEHHbIN MYTb K MAMNKEe C CAMTOM, OOMEHHOE NUMS U
Bepcuto PHP-uHTepnpetaTopa.
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MpunoxeHue 2. Tunosoi koHpur Nginx gna Wordpress

server {

listen 80;

server_name site.ru;

root /var/www/site.ru/public_html;

index index.php;

gzip on;

gzip_vary on;

gzip_proxied any;

gzip_comp_level 6;

gzip_buffers 16 8k;

gzip_http_version 1.1;

gzip_types image/svg+xml text/plain text/html text/xml text/css text/javascript
application/xml application/xhtml+xml application/rss+xml application/javascript
application/x-javascript application/x-font-ttf application/vnd.ms-fontobject font/opentype
font/ttf font/eot font/otf:

location ~ /\. {
deny all; # sanpet ans ckpbITbiX parnos
}

location ~* /(?:uploadsifiles)/.*\.php$ {
deny all; # 3anpeTt Ans 3arpyXeHHbIX CKPUMITOB
}

location ~* ~.+\.(?:curljpe?g|giflhtclicolpnglhtmli|xmiotf]ttfleot/wofflwoff2|svglwebp|css)$ {
access_log off;
expires 200d;
add_header Cache-Control public;

## No need to bleed constant updates. Send the all shebang in one
## fell swoop.
tcp_nodelay off;

## Set the OS file cache.

open_file_cache max=3000 inactive=120s;
open_file_cache_valid 45s;
open_file_cache_min_uses 2;
open_file_cache_errors off;

location ~* /(js|css)/vV[0-9]+/(.*) {
access_log off;
expires 7d;
add_header Cache-Control public;
try_files $uri $uri/ /$1/$2;

}

location / {
try_files $uri $uri/ /index.php?$args;
}

location ~ \.php$ {
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try_files $uri =404;

include fastcgi_params;

fastcgi_index index.php;

fastcgi_pass unix:/var/run/php/php74-fom.sock;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;

# Rewrites for Yoast SEO XML Sitemap
rewrite */sitemap_index.xml$ /index.php?sitemap=1last;
rewrite */([*/]+?)-sitemap([0-9]+)?.xmi$ /index.php?sitemap=$1&sitemap_n=$2 last;

}

B AOHHOM KOHdUre TaKXe HYXHO YKA3OTb CO6CTBEHHbIN MyTb K NAMNKE C CAMTOM, LOMEHHOE UMS U
Bepcuto PHP-uHTepnpetaTopa.
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